
DISASTER RECOVERY: DON’T BE ONE OF 60% OF COMPANIES OUT
OF BUSINESS DUE TO A DISASTER

Disasters happen, even to the most high-quality
technology solutions. It’s not a matter of if your
system will go down, but when. All technology
(and the people running it) eventually fail at some
point in time, and when it does, your company will
need a plan to limit, or even eliminate, the impact.
Downtime can cost a company thousands or even
millions of dollars, not only with its severe impact
on revenue but with repair costs as well. A recent
study by the Disaster Recovery Preparedness
Council shows that 60 percent of companies that
lost data due to a natural disaster went out of business within six months, and 20 percent
lost anywhere from $50,000 to $5 million. If your business doesn’t have a protocol in
place to both back up the information and enable a quick recovery, it could cost you
everything.

To understand the importance of a well-executed disaster recovery system and plan,
businesses must first be familiar with the most common causes of system failures.
Contrary to what may first come to mind, the top reason for system downtime is not
equipment failure. Most often, systems fail due to human error at some point in the chain
of operation. Whether it’s a provider, a technician, a carrier, or an internal employee, small
mistakes can mean big implications concerning system failures.

Natural disasters come in second for most common causes of system failure. Lightning,
tornadoes, flooding, or even construction can disrupt lines, damage your building or shut
off power, causing major potential downtime if there is not a backup system to handle the
issue.

Finally, equipment failure is the third reason for an overall system malfunction. Often, a
company puts redundancies in place — a wise decision — to prevent this issue, so it is
most commonly prevented, whereas the human error and natural disasters can be
overlooked and therefore companies are more susceptible to these issues.

There are a few ways your company can make sure it is sufficiently prepared for a

http://centretechnologies.com/data-loss-statistics-that-will-make-you-think-twice-about-business-continuity/


system failure:

1. Be sure to have all data backed up securely. As previously mentioned, 60 percent of
businesses that lose data due to a natural disaster go out of business within six months.
Making sure data isn’t lost in the event of a system failure is the first step to protecting
your business and its revenue.

2. Create a list of partnersyour company can call in the event of an emergency who will
help rebuild, and fast. A strong partner will be someone your company can lean on in
times of crisis. For example, Slappey will typically allow any customer to use its building in
the event of a disaster. Finding a solid partner who will support your company to not only
remedy the problem, but do it quickly and find ways to help your company work in the
meantime, will greatly minimize the amount of loss your company suffers due to an
outage.

3. Diversify carriers and technology. When disaster strikes, it’s crucial to not only have
a back-up system, but have a back-up system that differs from your primary system. This
allows your company to failover to the secondary system and not be susceptible to the
same issues that caused the downtime on your primary system. For example, if a
construction project causes damage to copper lines in the ground, it will have also
affected your backup system if it is also a copper line. Additionally, if the outage is carrier-
related, both systems would go down simultaneously, negating the ability to failover.
Therefore, it’s beneficial to utilize two types of technologies as well as two carriers to add
redundancy and greatly increase the stability of your system.

Types of technologies include: T1, broadband, fiber, 4G, and more. Mixing and matching
will enable your company to get the most out of a backup system. In many cases you can
use both your primary and backup solution at the same time to not only constantly ensure
the backup is working, but also get the added benefit of additional lines and internet
bandwidth.

While your company could assemble these moving parts without a provider, it can quickly
become overwhelming to manage, and if the failover solution is, for example, a coax
connection for voice, the company would need a provider like Slappey to forward the
phone lines to utilize that technology when the primary technology fails.

Tangentially, be sure to keep evaluating the carriers you are utilizing to ensure they are
still the best options as time goes on. A company could easily be acquired by another, for
example, or it may change how it does business, and it may no longer be the best choice.



4. Test your backup systems. Your company could have the most efficient back-up
system on the market, but if it is not functioning properly, it won’t matter. Companies
often assume their backup system is up and running perfectly, but when a system failure
occurs on their primary system, they realize the backup hasn’t been working for a while.
Then, they’re up a creek. Periodically check your backup system to ensure it is running
correctly, both visually and with an actual test. From our experience, most backup
solutions fail in some capacity at least once a year. The time to find out about these
failures is not when you need it most.

Also keep in mind the service level agreement (SLA) of your provider and how quickly it
can respond in an emergency. How fast can they get your company up and running, even
if it’s not your typical setup? For example, Slappey once installed an emergency 4G
solution in 3-4 hours for a customer in crisis mode. Check with your provider to determine
how they would respond in an emergency scenario.

5. Have a universal power supply (A.K.A. battery backup) or generator on hand. If
there is no backup battery power in place, the system would have to shut down
completely, reboot and resync for even the smallest power flicker. Also consider whether
or not your company needs a generator. Often it is helpful to have even a small generator
to run an operator phone, a few outlets and lights, and essential pieces in the data room.
Remember, if the power is off, your solution is rendered useless, even if it is in proper
working order. It’s important to keep power in mind when establishing a backup system.

Because most system downtime is caused by human error and natural disasters rather
than simple equipment failure, redundancy of hardware is not the only necessary step to
prevent it. Take into account data backup, trusted partners, diverse carriers and
technology, backup tests and additional power sources to truly minimize the amount of
potential downtime your company will experience.


